Verejna bezpecnostna politika informacii spolo¢nosti SWAN, a.s.

Swan)
Vyhlasenie manazmentu:

Spolocnost SWAN ako profesionalny poskytovatel telekomunikaénych sluzieb a rieSeni, pri ktorych je
vyzadovany vysoky stupen ochrany proti zneuzitiu, kladie zasadny doraz na minimalizaciu rizik. Preto vedenie
spolocnosti vyhlasuje tuto Verejnl bezpecnostnl politiku informacii ako zakladny ramec pre smerovanie
spolocnosti na poli ich ochrany a riadenie kybernetickej bezpecnosti v ramci Cinnosti spoloc¢nosti.

Ciele bezpecnostnej politiky
Nasim prvoradym cielom je zabezpecit’ dovernost,, integritu a dostupnost’ vSetkych vlastnych a zakaznickych
aktiv, dat a informacii pre bezproblémové zabezpecenie nasich podnikatel'skych aktivit.

Touto politikou deklarujeme vSetkym obchodnym partnerom, zamestnancom, verejnej a Statnej sprave a
Sirokej verejnosti schopnost’ celej spoloCnosti SWAN efektivne chranit’ informacie, hmotny i nehmotny
majetok vlastny aj ndm zvereny v sulade s legislativnymi poziadavkami, prijatymi zavazkami a internymi
bezpecnostnymi predpismi.

Tato deklaracia ma posobnost’ na cell spolocnost’ a na vsetky prevadzky a miesta, v ktorych pdsobime.

K presadzovaniu tejto politiky je v podniku zavedeny a rozvijany systém riadenia bezpecCnosti informacii
podla ISO/IEC 27001, zahfnajlci poziadavky platnej legislativy pre bezpecnost’ a integritu verejnych sieti a
sluzieb a kybernetickd bezpecnost.

Zasady a principy bezpecnosti informacii
Zavazujeme sa: )

e dodrziavat' a napliat’ legislativne pravidla bezpecnosti informacii vratane kybernetickej bezpecnosti
vo vSetkych miestach, kde p6sobime,

e zaistovat’ dostupnost’ informacii v ¢ase a mieste podla potrieb spolocnosti, ale iba pre tych, ktori ich
potrebuju pre svoju pracovni Cinnost, ¢im je zachovavana dovernost’ informacii podl'a stanovenych
kategorii - verejné informacie, interné informacie, chranené informacie a prisne chranené
informacie.

e riadit’ integritu a Zivotny cyklus informacii od okamihu ich vzniku, ich poskytovanie, uzivanie az po
likvidaciu,

e vzdelavat' a rozvijat’ nasich zamestnancov, dodavatel'ov a partnerov v oblasti bezpecnosti informacii,

e rieSit’ porusovanie pravidiel informacnej bezpecnosti ako hrubé porusenie internych predpisov a
zmluvnych vzt'ahov,

e prijimat’ a stanovovat’ bezpecnostné opatrenia na principe posudenia zavaznosti vyhodnotenych
rizik, ich vplyvu a ekonomickej narocnosti opatreni,

e pravidelne monitorovat, prehodnocovat’ rizika, riadit’ bezpecnostné udalosti a incidenty
prostrednictvom napravnych a preventivnych opatreni,

e cielavedome a dlhodobo zvySovat’ Ucinnost’ systému riadenia bezpecnosti informacii.

Vedenie spoloCnosti vyslovuje zavazok podporovat’ vytycené ciele a principy tejto politiky a pravidelne
preverovat’ efektivnost’ vykonavanych ¢innosti pri jej napliani.

Tato politika je zavdzna pre vSetkych zamestnancov spolo¢nosti SWAN.

V Bratislave, 09.05.2022
Roman Vavrik, CEO SWAN, a.s. Ivan Vavrik, CFO SWAN, a.s.
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Public Information Security Policy of the company
SWAN, a.s.

swx@
Declaration of the management:

SWAN as a provider of business telecommunication services and solutions, which require high level of
protection against misuse, gives fundamental importance to minimization of risks. In order to declare its
commitment, management of the company announces this Public Information Security Policy as
a fundamental frame to direct the company in the area of information protection and cyber security.

Goals of information security policy
Our primary goal is to ensure the confidentiality, integrity and availability of all customer and own assets,
data and information to ensure the smooth operation of our business activities.

By this policy, we declare to all business partners, employees, state administration and the general public
ability of the company SWAN to effectively protect information, whether tangible or intangible assets owned
or entrusted to us in accordance with legislative requirements, the commitments and internal security
regulations.

Scope of this declaration covers the whole company and all its branches and places of operation.

To enforce this policy the company implements and develops an information security management system
according to ISO/IEC 27001, incorporating the requirements of applicable legislation for the security and
integrity of public networks and services and cyber security.

Rules and principles of information security

We commit ourselves to:

« follow and meet legislative rules on information security (including cyber security) in all locations where we
operate,

» ensure the availability of information in time and place according to the needs of the company, but only to
those who need the information for their work in order to maintain confidentiality of information, according
to defined categories — public information, internal information, protected information and strictly protected
information,

¢ manage integrity and life cycle of information from the moment of their creation, their provision, use and
disposal,

» educate and develop our employees, suppliers and partners in the field of information security,

¢ resolve violations of information security as a gross violation of internal regulations and contractual
arrangements,

¢ adopt and impose security measures on the principle of assessment of the seriousness of the evaluated
risk, its impact and economic demands of the measures,

» regularly monitor, evaluate risks, manage security events and incidents through corrective and preventive
actions,

 systematically and sustainably increase effectiveness of information security management.

The management of the company expresses its commitment to support the set objectives and principles of
this policy and periodically review the effectiveness of the activities carried out at its fulfillment.

This policy is mandatory for all employees of SWAN.

In Bratislava, on May 9, 2022
Roman Vavrik, CEO SWAN, a.s. Ivan Vavrik, CFO SWAN, a.s.
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